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Analysis	
  of	
  malicious	
  backbone	
  traffic	
  

•  Looking	
  for	
  a=acks	
  on	
  
a	
  backbone	
  network	
  
– 10	
  Gbps	
  (=fast!)	
  
– Problems:	
  	
  
•  speed	
  of	
  network	
  link	
  
•  amount	
  of	
  data	
  

•  rou.ng	
  
•  user	
  privacy	
  –	
  anonymize	
  data(!)	
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Flow	
  Output	
  from	
  CoralReef	
  
•  Unidirec.onal	
  flows:	
  5-­‐tuple	
  

•  Data	
  collected	
  over	
  a	
  6-­‐week	
  period	
  (spring)	
  
•  IP	
  addresses	
  anonymized	
  

srcIP	
   destIP	
   proto	
   ok	
   sport	
   dport	
   pkts	
   bytes	
   flows	
   firstTS	
   lastTS	
  

src1	
   dst1	
   6	
   1	
   445	
   3995	
   3	
   120	
   1	
   t01	
   tn1	
  

src2	
   dst2	
   1	
   1	
   3	
   1	
   1	
   56	
   1	
   t02	
   tn2	
  



Unique	
  Source	
  IPs	
  
(outgoing	
  link)	
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Overall	
  Sta.s.cs	
  

•  23,600	
  inside	
  hosts	
  ini.a.ng	
  	
  
communica.on	
  with	
  	
  
18,780,894	
  on	
  the	
  outside.	
  

•  24,587,096	
  outside	
  hosts	
  trying	
  	
  
to	
  reach	
  (scan)	
  970,149	
  inside	
  hosts.	
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Outstanding	
  Pa=erns:	
  #	
  Flows	
  
(incoming	
  link)	
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  via	
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  IRC	
  port	
  #.	
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The	
  Malicious	
  Host	
  List	
  

•  Currently	
  we	
  use:	
  
– Dshield’s	
  block	
  list	
  
–  Results	
  from	
  SRI	
  Interna.onal	
  
Malware	
  Threat	
  Center	
  

•  Downloading	
  an	
  updated	
  	
  
version	
  regularly.	
  

•  Future	
  work:	
  
–  Connect	
  local	
  honeypots	
  to	
  dynamically	
  analyze	
  
”local”	
  a=acks.	
  

–  Be	
  able	
  to	
  discriminate	
  directly	
  based	
  on	
  the	
  flows.	
  

Malicious	
  Hosts:	
  

• 	
  IP1	
  
• 	
  IP2	
  
• 	
  IP3	
  

SRI	
  Interna.onal,	
  Dshield,	
  	
  
honeypot	
  (future)	
  

We	
  saw	
  ac.vity	
  from	
  about	
  5%	
  
of	
  the	
  hosts	
  in	
  this	
  set.	
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Malicious	
  Hosts:	
  High-­‐Hi=ers	
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15x—25x	
  other	
  days;	
  
very	
  small	
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  hosts	
  

responsible	
  for	
  a	
  majority	
  
of	
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  malicious	
  traffic:	
  	
  

High-­‐Hi2ers	
  



Analysis	
  of	
  High-­‐Hi=ers	
  

•  April	
  1:	
  	
  
–  1H-­‐H:	
  83%	
  of	
  the	
  malicious	
  traffic	
  
–  Port	
  #	
  +	
  packet	
  size	
  	
  spreading	
  Sapphire	
  worm	
  

•  April	
  22:	
  
–  5	
  H-­‐H:	
  97%	
  of	
  the	
  malicious	
  traffic	
  

•  3	
  H-­‐H:	
  Tried	
  to	
  log	
  into	
  300,000	
  hosts	
  over	
  SSH	
  or	
  VNC	
  
•  2	
  H-­‐H:	
  contacted	
  about	
  60,000	
  hosts	
  (varying	
  port	
  #)	
  

•  May	
  6:	
  	
  
–  1	
  H-­‐H:	
  96%	
  of	
  the	
  malicious	
  traffic	
  
–  Scanning	
  port	
  1433	
  (MySQL)	
  always	
  with	
  the	
  same	
  
sport	
  6000	
  



The	
  Ubiquitous	
  Malicious	
  Hosts	
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Timing	
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  Hosts	
  

Simple	
  refresh	
  /	
  keep-­‐alive:	
  once	
  every	
  30	
  min	
  or	
  43min	
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  111s,	
  222s,	
  333s,	
  666s,	
  1332s,	
  2664s	
  





Summary	
  

•  We	
  have	
  analyzed	
  malicious	
  flow	
  pa=erns.	
  

•  Our	
  analysis	
  is	
  bootstrapped	
  with	
  a	
  set	
  of	
  
externally	
  defined	
  malicious	
  hosts.	
  
–  It	
  allowed	
  more	
  obscure	
  pa=erns	
  to	
  be	
  analyzed.	
  

•  Some	
  examples	
  from	
  our	
  analysis:	
  
–  blacklis.ng	
  is	
  some.mes	
  ignored	
  by	
  malware	
  owner	
  
(effec.ve	
  anyways)	
  

– malware	
  host	
  is	
  ac.vely	
  monitored	
  /	
  supervised	
  

–  comm.	
  pa=erns	
  may	
  last	
  more	
  than	
  1	
  collec.on	
  date.	
  


